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Wh A W H ?Why Are We Here?

• Laws that Require Data Protection• Laws that Require Data Protection
• Monetary Penalties
• Criminal SanctionsCriminal Sanctions
• Breach Notice Requirements
• GoodwillGoodwill
• Protect Duke’s Assets
• Protect Your Job
• Plus…..
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It’s Institutional
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U d d Wh i DUnderstand What is Data

li• Policy

• Classification

• Responsibilities
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Fi d Y DFind Your Data

i k A• Risk Assessments

• Who to involve (Business managers and IT 
Staff and Compliance)

• DLP
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S i PlSecurity Plans

d i k• Based on risk assessments

• Prioritize needs

• Sample programs (policy, host sec, incident 
handling, etc)g, )
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S l T h l iSample Technologies

H ( i d b k• Host (encryption, end pt mgt, backups, 
hardening standards)

• Network (IDS/IPS, VPN)

• Application (Code testing)pp ( g)

• Vulnerability Management (scanning, pen 
testing)testing)

• Sharing Technologies (encryption, options)
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Th Cl dThe Cloud

V d i k• Vendor risk assessments

• Vendor management
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